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Data bit scrambling is widely used for digital signal processing for display or network device due to its ability to generate a
randomized bit stream. This makes it difficult to decipher the original information without the correct polynomial and helps
improve the signal quality by preventing concentration of too much signal energy in a single frequency. Additionally, scrambling
provides a known bit sequence for data synchronization and maintains the number of bit transitions, which helps flatten the signal
power spectrum. In the transmitter, the scrambler randomizes the original data using a Linear Feedback Shift Register (LFSR)
with a specified polynomial. The receiver’s descrambler uses the same polynomial to recover the scrambled data. However, if
an inappropriate shock, such as electrostatic discharge (ESD), is applied to the receiver, the LFSR output sequence becomes
distorted. This leads to massive data errors, and synchronization between the scrambler and descrambler is lost until both are reset.
This paper proposes a function model capable of generating a new polynomial for scrambled data error recovery. The generated
polynomial allows the descrambler to compute the LFSR state value for the future symbol pattern in advance, without requiring
LFSR operations and initialization. Since the LFSR pattern cannot be restored once it is corrupted, the computed state replaces the
existing state for the specific data sequence, enabling the LFSR to generate the correct patterns from the new state. This method
facilitates rapid recovery of LFSR synchronization between two devices, minimizing data errors.

Introduction

Scrambling is a logic operation that transforms a signal bit
stream into a randomized sequence. The transmitter scrambles
the data before transmission, and the receiver uses the same
algorithm to descramble and recover the original data. In a
transmission system, the receiver may struggle to recover data if
problematic bit patterns, such as long strings of zeros, are trans-
mitted. Maintaining a balance between binary zeros and ones
is crucial for the transmitter to provide sufficient bit transitions,
which are essential for the receiver to recover the data. However,
in real-world scenarios, most data are not inherently random.
Scrambling ensures that problematic patterns are evenly ran-
domized, spreading and its signal density and increasing noise
tolerance. Furthermore, it enhances security by making recov-
ery impossible unless the receiver uses the same scrambling
algorithm as the transmitter. Figure 1 illustrates the basic LFSR
based scrambling scheme.

LFSR in the scrambler generates pseudo-random bit patterns,
which follow a set pattern, rather than being completely ran-
dom1. It consists of linearly connected n registers Xn ∈ {0,1}
and a set of coefficients Cn ∈ {0,1}, and its feedback function
computes the new state of the LFSR using modulo-2 additions
and multiplications based on the initial state value of the shift
registers2. The next input binary value in a shift register is a
linear function of its previous state. We can characterize the

Fig. 1 LFSR based scrambling of the original data stream

Fig. 2 Modulo-2 Arithmetic Operation

LFSR by defining a primitive polynomial as:

P(x) = 1+C1x1 +C2x2 + · · ·+Cn−1xn−1 +Cnxn

Figure 2 illustrates the Modulo-2 operation. In this operation,
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addition is performed using XOR (exclusive OR) operation
and the multiplication is done using the AND operation. These
operations are performed on binary numbers, digit by digit. Each
digit is processed independently and no carry is involved in the
calculation. For example, consider the polynomial x4 + x3 +1,
with the coefficient vector (c1,c2,c3,c4) = (0,0,1,1). If the
initial register state is (x1,x2,x3,x4) = (0,1,0,1), the new state
x0 can be computed as:

X0 = 0 ·X1 +0 ·X2 +1 ·X3 +1 ·X4

= 0 ·0+0 ·1+1 ·0+1 ·1 = 0

Thus, the new state x0 is 0. The new state is fed back to x1
and all current states are shifted, resulting in (x1,x2,x3,x4) =
(0,0,1,0). The subsequent state can be computed as:

X0 = 0 ·0+0 ·0+1 ·1+1 ·0 = 1

This process generates a sequence that periodically repeats
with a fixed period. However, if the logical structure is well
organized, the LFSR can generate a sequence over a very long
period that appears random3. The randomness of the LFSR is
determined by both the length of the register and the polynomial
used, which defines which register states are involved in the
XOR operation4,5. The output of the LFSR produces a random
bit sequence that repeats at periodic intervals 2n − 1, where
n is the highest degree of the polynomial. For example, if
the maximum degree of the polynomial is 8, the period of the
output bit sequence is 28 −1 (255)1. The LFSR starts with an
initial value, called seed. Different initial seeds may produce
different random sequences, so the seed value is very important
for the synchronization between the transmitter’s scrambler and
receiver’s descrambler.

In the transmitter, the scrambler performs an XOR operation
between the original bit stream and the LFSR output to generate
a scrambled bit stream. Recovery at the receiver is straightfor-
ward. As shown in the logical formula below, the descrambler in
the receiver performs an XOR operation between the scrambled
bit stream Z and its own LFSR output Y . Since both the initial
seed and the polynomial are identical on both sides, the LFSR
output will be the same, and the descrambled data will match
the original bit stream X :

X ⊕Y = Z, Z ⊕Y = X

This descrambler design has one major drawback. As the
article introduced, due to phenomena such as ESD, the descram-
bler’s LFSR itself in the receiver can sometimes lose synchro-
nization with the scrambler, causing the descrambler to generate
a large burst of errors6.

Figure 3 shows an example of how ESD affects the descram-
bling function causing burst errors in digital logic. The scram-
bler in the transmitter generates scrambled data S d based on the

Fig. 3 Synchronization Loss Example on the Descrambler due to ESD

LFSR seed S state in every S clk cycle. The generated scram-
bled data is transmitted to the receiver side and the descrambler
recovers the original data SD d by performing an XOR operation
on each data. ESD can occur during the descrambling process
and can cause unwanted LFSR state ‘S6 to be generated due to
the distorted clock DS clk. Error data ‘D6 descrambled by ‘S6
can occur and the receiver loses the LFSR state synchronization
causing burst errors. When a synchronization failure occurs, a
large burst of errors will persist until the scrambling system is
reset. Unlike bit errors caused by channel noise or equalization
during data recovery, this issue arises from completely incorrect
data generated inside the receiver block. As a result, hundreds or
even thousands of data symbols are continuously corrupted until
synchronization is restored. These burst errors cannot be cor-
rected by error correction blocks like Reed-Solomon or Viterbi.
Reed-Solomon, for example, can only correct a limited number
of symbol errors7, and the number of errors can easily exceed
this limit. Additionally, since the descrambler generates entirely
different symbol data, burst errors cannot be recovered by bit
stream decoders like Viterbi8. Because the bit stream is com-
pletely different from the original (not caused by channel noise),
and the number of burst errors is too large, the decoder cannot
detect the correct pattern. To prevent massive burst errors, the
transmitter should periodically send sync symbols to restart the
LFSR. Once the sync symbol is received, the descrambler is re-
set. Since both the transmitter and receiver LFSRs are reset with
the same sync symbol, they can produce identical LFSR outputs
thereafter. However, if display devices that transmit and receives
video images only send theses sync symbols every few frames,
and the synchronization is broken, which can result in several
broken frames and cause flickering on the screen. Additionally,
if the receiver misses the sync symbols, it may be in an even
worse condition. The other article introduces a different type of
scrambling technique which is a self-synchronous scrambler9.
This method uses the scrambled bit stream as a seed, allowing
for quick recovery when the LFSR fails to generate the random
sequence. However, even a single bit error can lead to multiple
bit errors since the bit error is used as the seed in the LFSR.
We can also think about a seed estimator that can extract the
seed when the input scrambled data consists of bursts of zeros,
such as those for the display device. If the original N-bit stream
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is all zero, the scrambled N-bit data will match the seed, and
the descrambler can use this as the new seed for the LFSR to
recover subsequent data. It is crucial for the system to detect
when certain bit streams are entirely all zeros. While all video
frames have a blank period with zero data, secondary data like
video control or sound can be transmitted during this period. In
such case, receiving zeros may not be possible if sound data is
added to the video stream. In this paper, we present a method
to directly compute the future LFSR state from the previous
LFSR state without shifting operation. This is achieved by cre-
ating a new polynomial function that can calculate the desired
number of shift steps at once. When the descrambler loses the
synchronization with the scrambler, the LFSR state at a specific
future location can be computed using a polynomial prediction
model. This computed state can then replace the LFSR state.
From this point, the LFSR with the new state can continue to
generate correct random pattern, allowing the descrambler to
function properly without needing to wait for the sync symbol
from the scrambler. This approach minimizes the bit errors and
eliminates the need for the LFSR to be reset.

Materials and Methods

Scrambler Model

Polynomial Decision

To determine the degree of the polynomial required for imple-
menting the algorithm, the maximum run length of the polyno-
mials was considered. Table 1 shows the maximum run length
for irreducible primitive polynomials of various degrees.

Table 1: Comparison of the LFSR maximum run-length

To ensure sufficient randomness when scrambling a test im-
age, the maximum period of the LFSR should not repeat more
than twice while scrambling the bit stream of a horizontal line in
the image. For example, in a Full HD (1920x1080) 24-bit pixel
image, one horizontal line consists of a 46,080-bit sequence. If
the polynomial’s degree is 8, the randomized sequence will re-
peat every 255 bits, meaning randomness cannot be guaranteed.
Therefore, we concluded that the degree must be at least 16 to
maintain randomness considering maximum horizontal line pe-
riod. Based on this, we reviewed several primitive polynomials
with degrees ranging from 16 to 24 in relevant literature10,11,
and conducted an analysis of randomness and hardware cost, as
shown in Table 2.

Table 2: Comparison of the different degrees of polynomials

All the polynomials in Table 2 are irreducible primitive poly-
nomials, meaning they have a maximum run length of 2N −1,
where N is the highest degree of the given polynomial. Two
statistical measurements, frequency and entropy tests, were con-
ducted to assess LFSR’s randomness. Frequency test measures
the frequency of 0’s and 1’s in a random bit stream. The p-value
represents the probability that the chosen test statistic will as-
sume values that are equal to or worse than the observed test
statistic value assuming the null hypothesis is true. For the fre-
quency test of a random bit sequence, an ideal p-value should
be greater than 0.01 to indicate a statistical randomness12–14. It
measures how unpredictable or random a sequence is, reflecting
the uncertainty or unpredictability of the information contained
within it. Entropy is typically calculated using Shannon entropy.
For a sequence where 0’s and 1’s appear equally, the entropy
will be close to its maximum value of 1, indicating a completely
random sequence12–14. Conversely, a low entropy value sug-
gests that the sequence is more predictable. These two statistical
metrics were performed using Python script for each polyno-
mial. Comparing the results of the frequency and entropy tests,
we see that they show a sufficient level of randomness. How-
ever, regarding hardware cost, each time the polynomial degree
increases by 1 bit, the shift register, memory, and other com-
binational logic required for the proposed model also increase
proportionally. For example, each increase in the polynomial
degree by 1-bit results in an increase of 1 flip-flop in memory
size for storing the LFSR state, the polynomial prediction model,
and the initial polynomial, respectively. This also affects the
computation time for the prediction model due to the increased
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logic, as shown in Table 2. However, the increase in memory
does not affect the recovery performance of the proposed algo-
rithm. In fact, the synchronization failure discussed in this paper
is not caused by the input data from the scrambler but rather
by external factors such as electrostatic discharge (ESD), which
generates false clock pulses that disrupt the synchronization of
the descrambler inside the receiver. Therefore, synchroniza-
tion failure due to ESD occurs regardless of the polynomial
degree, and the proposed algorithm can be modeled using any
irreducible binary polynomial. The polynomial primarily af-
fects hardware complexity and computation time for modeling.
Based on the test results, we chose a polynomial degree of 16
to provide sufficient randomness while minimizing hardware
costs. To select the 16-degree polynomial for this paper, three
irreducible polynomials from the literature10,11, along with two
non-irreducible polynomials, were tested and compared. Table 3
shows five polynomials, three of which are irreducible primitive
polynomials.

Table 3: Comparison of the 16-degree polynomials

The maximum run length was first tested using a Python
script. When the polynomial is irreducible, the maximum period
of 2n −1 is consistently achieved, regardless of the number of
XORs. Both the first and third polynomials in the table are
irreducible and involve the same number of XORs, yet the first
polynomial exhibits better randomness properties. This shows
that the feedback function plays an important role in determin-
ing randomness. If the feedback function of the polynomial
is poorly defined, the maximum period is not met, regardless
of the number of XORs used. The results of the frequency
test and entropy test for the non-irreducible polynomial show
that the bit sequence generated by this polynomial has very
poor randomness. Furthermore, while increasing the number
of XORs in a primitive irreducible polynomial can enhance
randomness, it also increases computational complexity and
hardware costs. In this study, to balance adequate randomness
with minimized cost, we chose to use the first polynomial in the
table, x16 + x5 + x4 + x3 +1.
Implementation and Randomness Test for Scrambler

The selected LFSR generates a 216 −1 random sequence and
requires three modulo-2 additions with 16 shift registers. Figure
4 illustrates the logic diagram for the implemented scrambler.
Given that the polynomial’s highest degree is 16, the LFSR
requires 16 shift registers and 3 two-input XOR gates. An

additional XOR gate is used to scramble the original input. The
bit stream is continuously fed into the LFSR to generate the
scrambled data, with each register state shifting from one to the
next while the scrambler remains active. The outputs from the
16th, 5th, 4th, and 3th registers are combined via XOR and fed
back into the first shift register. This scrambler model requires
an initialization seed, which is set to all ones.

Fig. 4 Implemented scrambler model diagram

After selecting the binary polynomial, we tested the random-
ness of the scrambler output. In practice, most data streams
exhibited periodic patterns. Power spectrum analysis, a tech-
nique used to detect periodicity in data streams, is effective for
identifying such patterns. Also known as spectral or frequency
domain analysis, this method involves transforming the data
stream from the time domain to the frequency domain. Fast
Fourier Transform (FFT) is commonly used for this transfor-
mation. This technique enables us to examine the frequency
characteristics of the data stream and assess the energy distribu-
tion across different frequencies. For our analysis, we utilized
the FFT function provided by Python, based on methodologies
outlined in some articles15,16. As explained before, the scram-
bler should reduce the peak signal energy of the original data
and distribute the energy over a broad frequency range. To eval-
uate its effectiveness, the designated scrambler was tested with
a sample grey bar image as shown in Figure 5. The test image
is a 640 x 480 resolution with 24bit RGB per pixel.

The total number of binary data is 7,373,800 bits. Using
Python script, this image was converted into a binary bit stream,
which was then analyzed using power spectrum function. This
method for plotting the image using Python was introduced
in the article17. Figure 6 displays the power spectrum of the
original grey bar image data. As anticipated, the peak energy
of the original data is concentrated at specific frequencies. In
contrast, Figure 7 shows the power spectrum of the LFSR out-
put. Since the LFSR generates a pseudo-random bit sequence,
the signal energy is almost evenly distributed across a wide
frequency range, resembling white noise. Figure 8 shows how
the scrambled signal energy is flattened and spread over a broad
frequency range by randomizing the original data through XOR
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Fig. 5 Test image for power spectrum analysis

Fig. 6 Spectrum for the original test image

Fig. 7 Spectrum for the LFSR output

Fig. 8 Spectrum for the scrambled image
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Fig. 9 Histograms of the pixels of each color in the original and scrambled test image

operations with the LFSR.
To assess the randomness of the scrambled image, image

entropy was calculated using Shannon entropy, a widely used
measure of randomness or uncertainty. Applying Shannon en-
tropy to an image allows us to evaluate its information content
or complexity, with higher entropy indicating a more complex
image. The entropy was computed using the Shannon entropy
function from Python’s skimage library. Entropy is determined
based on the probability distribution of pixel values within the
image. According to existing research, the ideal information
entropy for grayscale images is 8. The entropy values measured
for the test images are shown in Table 4. Compared to the origi-
nal test image, the entropy of the scrambled image is closer to
the ideal value of 8, indicating improved randomness18.

Table 4: Entropy test results of the original and scrambled test
image

The pixel value distribution across different image locations
was also analyzed18. Figure 10 illustrates the pixel value dis-
tribution of the grey bar test image along a horizontal line at
each pixel location. The results show that in the original image,

the pixel values are concentrated around specific values. In
contrast, the scrambled image exhibits a more random distribu-
tion of pixel values across the horizontal line, with no visible
concentration at any particular location.

Polynomial Prediction Model

An LFSR operates on an n-bit binary state vector S, which can
be expressed as:

Sn = {B0,B1,B2,B3, . . . ,Bn−2,Bn−1}
The next vector component Bn is computed as the XOR sum

of the products of the corresponding coefficients:

Bn = B0C0 +B1C1 +B2C2 + · · ·+Bn−2Cn−2 +Bn−1Cn−1

The next LFSR state Sn+1 can be obtained by replacing the
first component of the state vector with the updated value Bn.
The next vector component Bn+1 is calculated by applying the
updated state Sn+1:

Bn+1 = BnC0 +B0C1 +B1C2 + · · ·+Bn−3Cn−2 +Bn−2Cn−1

The update can be expressed as:

Bn = (B0 +
n−1

∑
k=1

(CkBk)) mod 2
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Fig. 10 Distribution of the pixel values in horizontal direction

Using the coefficient vector C of the given polynomial func-
tion P and the current LFSR state Sn, the relationship can be
simplified into the following formula:

P(Sn) = Sn+1

Using this formula, the future states Sn+2 and Sn+3 can be
directly obtained:

P(Sn+1) = P(P(Sn)) = Sn+2

P(Sn+2) = P(P(P(Sn))) = Sn+3

Based on the relationship in these formulas, the future M-
bit LFSR state Sn+m+1 can be predicted. The new polynomial
G(Sn) is defined as:

PM(P(Sn)) = G(Sn) = Sn+m+1

The predicted polynomial model G is useful in situations
where scrambling synchronization is lost. For example, once the
new polynomial G is computed and the M-bit previous LFSR
state is stored, the next LFSR state Sn+1 can be immediately
recovered without shifting operation:

G(Sn−m) = Sn+1

The current LFSR state is typically generated by shifting
the previous state and performing the XOR operation with the
coefficients of the given polynomial. However, in this study, we
found that the future state can also be directly computed prior

Fig. 11 Seed generation comparison between traditional and proposed
model

to the shift operation by aligning the polynomial’s coefficients
with the corresponding positions in the previous state.

By repeating this process n-bit times, a new polynomial can be
generated that directly computes the future state, which requires
n-bit shifts from the current state as shown in Figure 11.

Figure 12 illustrates an example computation of the predicted
polynomial G.

The initial polynomial P(0) is represented as a coefficient vec-
tor (p1, p2, p3, p4, . . . , p15, p16), where each pi is a binary value
indicating the position where an XOR operation is required
(with 1 for XOR and 0 for no operation). In this computation,
n = 0 and m = 5. It is important to note that p1 represents the
feedback value from the XOR operation in the initial polyno-
mial. Although it may seem that p1 should always trigger an
XOR with the initial polynomial, if p1 = 0, the result of the
initial polynomial is effectively ignored. Therefore, P(0) is only
obtained when p1 = 1, which simplifies the design process by
eliminating unnecessary operations. Figure 12 can be expressed
by the following formula.

In an XOR operation, if both inputs are the same, the result is
always 0. As a result, the formula can be simplified by eliminat-
ing the terms corresponding to overlapping polynomials. The
highest degree of the predicted polynomial remains always less
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Fig. 12 Computation Example for the predicted polynomial G

or equal to 16 even though we shift the polynomial infinitely.
We implemented this polynomial prediction model to obtain

the LFSR states for the desired number of shift steps using
Python’s loop function. To maintain the integrity of the poly-
nomial prediction model G, it must be generated and stored in
memory during a time period in which no bit errors occur. This
requires that the computation proceeds only in regions where
the error detection block does not indicate any errors. If an error
is detected during the process, the system should be designed to
restart the computation.

LFSR State Prediction Model

The highest degree of the polynomial used in the design is 16,
so the initial seed must also be 16 bits to initiate the LFSR.
The 16-bit seed, after the LFSR has been shifted n-bit times, is
defined as Sn. The state vector Sn can be represented as a 16-bit
LFSR state vector as shown below. The predicted polynomial G

is represented as a coefficient vector, as follow. S0 denotes the
initial seed, which must be specified in the design specification.

S = {s1,s2,s3,s4,s5,s6,s7,s8,s9,s10,

s11,s12,s13,s14,s15,s16}

G = {g1,g2,g3,g4,g5,g6,g7,g8,g9,g10,

g11,g12,g13,g14,g15,g16}

The future LFSR state Sn+m+1 can be computed as:

Sn+m+1 =
16

∑
i=1

gisi

= g1 · s1 +g2 · s2 + · · ·+g15 · s15 +g16 · s16

In this formula, the modulo-2 additions and multiplications
can be replaced with XOR and AND operations. We can write
it as:

Sn+m+1 =(g1&s1)⊕(g2&s2)⊕(g3&s3)⊕(g4&s4)⊕(g5&s5)⊕

(g6&s6)⊕ (g7&s7)⊕ (g8&s8)⊕ (g9&s9)⊕ (g10&s10)⊕

(g11&s11)⊕(g12&s12)⊕(g13&s13)⊕(g14&s14)⊕(g15&s15)⊕(g16&s16)

=⊕(G(N)&S(N))

Since the actual hardware design operates in symbol units
rather than bit units, the 16-bit future LFSR state values may
need to be computed simultaneously. In this case, the 16-bit
states can be calculated in parallel by performing an XOR op-
eration with 16 states, each shifted by 1 from the previously
predicted polynomial vector G, as shown below:

Sn+m+k =⊕(G&Sn+k) for 0 ≤ k ≤ 16

This approach requires the logic to store the past 16 specific
states in memory.

Error Control Model

A model is needed to manage the process of storing past LFSR
states and calculating future LFSR states using a prediction
model particularly when synchronization failures occurs, lead-
ing to a significant error. The model must store the previous
seed in the memory only if no data errors are detected. If an
error is present, storing the seed could cause another synchro-
nization failure. When the LFSR fails to generate the correct
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random bit sequence, and the related symbol error is detected,
the error control model should replace the LFSR state with the
predicted state value once the internal counter reaches M. Once
the predicted state is updated, the LFSR can resume generating
the correct random bit sequence using the initial polynomial.
This paper does not cover error checking, however, we assume
that the system employs its own error checking scheme, such
as cyclic redundancy check (CRC) or a special coding scheme
like 8B10B, which provides error detection capabilities. For
example, consider the use of an 8B10B decoder in conjunction
with the proposed model. If a running disparity or code error
occurs due to a synchronization failure, the corresponding error
indication signal is transmitted to the error control logic. The
control module will then replace the computed next LFSR state
with the predicted LFSR state, which has already been com-
puted and stored in memory for the next descrambling operation.
While the prediction model can recover from synchronization
loss within a single cycle, error detection logic typically takes
a few cycles to report an error in a real system. Therefore, re-
covery action by the prediction model may occur several cycles
after the error detection logic signals the presence of an error.

Figure 13 illustrates a flowchart for the error control model.
The model first checks if the (N+1)th received symbol contains
an error. If no error is detected, the 16-bit LFSR state value
used for the Nth symbol is stored in the internal memory. Upon
detecting an error for (N + 1)th symbol, the model computes
the predicted state and prepares to apply it just before the target
symbol is processed. The model then replaces the original LFSR
state for (N +M+1)th symbol with the prediction state.

Descrambler Model

The logical architecture of the descrambler mirrors that of the
scrambler. The same LFSR output is XOR’d with received
scrambled data. In the descrambler, the LFSR is controlled by
the error control model to handle cases where it fails to generate
the correct random sequence. To enable this functionality, a
multiplexer is added, allowing the error control model to replace
the LFSR state in the event of a synchronization failure. Figure
14 illustrates the complete scrambler and descrambler model,
including the proposed prediction models and error control logic.
the system includes two memories: one for storing previous and
one for the future state, these memories are relatively small size,
as only 16 previous states and one future state need to be stored.

Implementation Cost Analysis

Table 5 shows the implementation cost for the proposed de-
sign. The required logic cost was analyzed if the degree of the
polynomial is 16.

To compute the polynomial, 16 shift registers and 16 XOR
gates are required. For LFSR state prediction, 16 XOR gates

Fig. 13 A flowchart for the error control model
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Fig. 14 An entire scrambling block diagram with the proposed prediction models
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Table 5: Implementation cost for the proposed model (Polyno-
mial Degree = 16)

and 16 AND gates are needed to compute one bit of the LFSR
state. Memory is also required to store the predicted polynomial,
the LFSR state, and the previous LFSR states needed for the
calculation, with 16 flip-flops required for each. If parallel pro-
cessing is needed to compute multiple states simultaneously, the
logic required increases proportionally to the number of parallel
states. For example, if 16 state predictions need to be com-
puted simultaneously, a total of 16×16 XOR gates and 16×16
AND gates are required. The memory size needed to store the
computed prediction model and LFSR state remains the same,
requiring 16 flip-flops. However, to compute 16 LFSR states
simultaneously, 256 flip-flops are required to store the previous
16 16-bit seeds. Additionally, as the degree of the polynomial
increases, the cost of all blocks increases proportionally to the
increased degree.

Simulation

All models were designed in Python for simulation. A 4K resolu-
tion image (3840x2160) was used to test the design, containing a
total of 8,294,400 pixels. Each pixel is a 24-bit symbol, consist-
ing of three 8-bit RGB values. We used an open-source online
tool to convert the image into HEX arrays, and then the file was
converted into an 8,294,400-bit binary stream using Python19.
The code saved the file at each step to check the results and
to prepare for the next process. Figure 15 dipicts a simplified
psedo-code for the implemented scrambler model. It uses 16
shift registers and includes a feedback path after performaing
XOR operation. The initial seed applied is all ones. The LFSR
output is XOR’d with the original input stream to scramble the
image symbols. Figure 16 shows the simulation results for the
scrambled image which is fully randomized.

In the simulation, a test was conducted to recover from syn-
chronization failure by predicting the first LFSR state of the next
horizontal line. Since the test image has 2160 pixels per line and
each pixel is represented by a 24-bit symbol, the model needs to
generate the new LFSR state for the first bit of the image line
in the simulation. Given that the model requires 16-bit shifts
to compute the new seed bit value, the polynomial G must be
computed until M reaches 16 bits before the first bit of a new
line. Therefore M should be 92,144(3840×24−16).

In this Python model, the polynomial is represented as a
binary array vector. Since N = 0, the initial polynomial is

x16 + x5 + x4 + x3 + 1, and the model continues to compute
the new polynomial until M = 92,144. If P[0] = 1, the initial
polynomial is XOR’d with the shifted polynomial. As a result,
the polynomial G computed by the model becomes x15 + x12 +
x9 + x6 + x5 + x4 +1.

Once this polynomial is computed, the model can calculate
a future state that is M bits away from that past state applied.
Therefore, the polynomial does not need to be recalculated
unless a different M value is set. Figure 17 illustrates a simplified
pseudo-code for the polynomial prediction model.

To recover the scrambled image, the descrambler model,
which includes the LFSR state prediction model that computes
the future state value of the pixel location to be restored, was
implemented. After reading the scrambled image and converting
it into an array vector, the data is recovered through an XOR
operation with the random bit LFSR output in the descrambler.
The LFSR operates using the same algorithm as the transmitter’s
scrambler, ensuring that the recovered image matches the origi-
nal image. Figure 18 illustrates the simplified pseudo-code for
the LFSR state prediction model, which is capable of computing
the future LFSR state vector when an error is detected.

In this simulation, we assumed that the descrambler fails to
generate the correct random sequence in the middle of the image
due to ESD, An LFSR state error was intentionally injected into
the LFSR to simulate this scenario. Once the error was injected,
synchronization between the scrambler and descrambler was
disrupted, leading to a burst of massive errors at the receiver, as
shown in Figure 19. The failure persisted until the sync symbol
was received from the scrambler. We then confirmed that the
proposed state estimator with error control logic successfully
restored the LFSR by generating a new 16-bit state value using
the pre-calculated G and the 16-bit state that was 3840 pixels
prior. Figure 19 also shows the recovered image after applying
the prediction models.

Mean Square Error / Root Mean Square Error Analysis

Mean Squared Error (MSE) is a commonly used metric for
evaluating image quality20,21. It measures the average squared
difference between the original and descrambled pixel values,
quantifying how much the two images deviate from each other.
Smaller MSE values indicate a better match between the images.
In this study, we compute the sum of the squared differences
for each R, G, and B pixel symbol separately. These three sums
are then averaged to calculate the overall MSE. The MSE is
obtained by dividing the sum by the total number of pixels in
the test image. The MSE between two images can be expressed
as:

MSE =
1

HW

H

∑
x=0

W

∑
y=0

(
Yxy − Ŷxy

)2

Where H and W are the number of rows and columns in the
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Fig. 15 Simplified pseudo-code for the scrambler function

Fig. 16 Scrambled test image

test image respectively. Yxy and Ŷxy are the original and the
descrambled pixel values at pixel location [x,y].

Root Mean Square Error (RMSE) is another metric that mea-
sures the standard deviation of the variance between the two
images21,22. It is simply the square root of the MSE, which
reflects the difference between the descrambled pixel values and
the original pixel values. RMSE normalizes the difference by
using the maximum pixel value for scaling:

RMSE =
√

MSE =

√√√√ 1
HW

H

∑
x=0

W

∑
y=0

(
Yxy − Ŷxy

)2

Table 6 presents the MSE and RMSE results for the proposed
technique. The table also includes the scrambling synchroniza-
tion failure rate (SFR), which indicates how often synchroniza-
tion failures occur.
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Fig. 17 Simplified pseudo-code for the polynomial prediction function

For example, SFR = 1 represents a scenario where synchro-
nization failure occurs every frame, while SFR = 1/600 indi-
cates a failure rate of one failure every 600 frames. The results
show that the MSE and RMSE of the proposed technique re-
main consistently low, even in cases of synchronization failure,
outperforming traditional schemes that recover per line or per
frame.

Peak Signal-to-Noise Ratio Analysis

Peak Signal-to-Noise Ratio (PSNR) is a widely used metric that
quantifies the quality of a descrambled image by comparing
the maximum signal-to-noise ratio between the original and
descrambled images, expressed in decibels (dB)18,20. Higher
PSNR values indicate better quality, as they suggest that the
descrambled image is closer to the original one. The PSNR is
calculated using the following equation:

PSNR(dB) = 20× log10

(
Pmax√
MSE

)
Where Pmax is the maximum pixel value in the image, which

is 255 for RGB pixels, and MSE is the Mean Square Error,

representing the average squared difference between the orig-
inal and descrambled pixel values. Since each RGB pixel has
a maximum value of 255, we use Pmax = 255 for the PSNR
calculation.

Table 7 presents the measured PSNR results. The PSNR of
the proposed technique is significantly higher in all cases of
synchronization failure compared to traditional schemes that
recover per line or per frame. This shows that the proposed
model is more effective in maintaining image quality even in
the presence of synchronization failure.

Bit Error Rate and Recovery Time Analysis

The Bit Error Rate (BER) measures the ratio of pixel bits that
are descrambled with errors to the total number of pixel bits
transmitted? . A lower BER indicates better accuracy in recov-
ering the image without errors, while a higher BER reflects a
greater level of distortion or corruption in the descrambled data.
BER is calculated using the following formula:

The Recovery Time refers to the number of pixel cycles re-
quired to recover from a synchronization failure. A short recov-
ery time indicates that the system can quickly restore synchro-
nization and minimize the impact of errors, which is important
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Fig. 18 Recovered image using the prediction models in massive burst error situations

Table 6: MSE / RMSE measurement results

Table 7: PSNR measurement results

for maintaining image quality and consistency in real-time sys-

tems. BER is calculated by dividing the number of bits received
incorrectly by the total number of bits transmitted over a given
period of time.

BER =
number of error bits

total number of received bits

Table 8: BER / Recovery time analysis results

In Table 8, the proposed technique demonstrates a low BER
and fast recovery time, highlighting the efficiency of the recov-
ery process.
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Discussion

This study aimed to develop an effective polynomial and LFSR
state prediction model to address synchronization problem in
LFSR-based descrambling system, particularly in the presence
of electrostatic discharge. The proposed scrambling technique
was compared to traditional LFSR-based scrambling and self-
synchronous scrambling methods, as shown in Table 9.

Table 9: Comparison between traditional and proposed
scrambling techniques

Unlike the LFSR-based method, both the self-synchronous
and proposed methods do not require a separate sync symbol
or LFSR state synchronization. Furthermore, the recovery time
is significantly shorter for both the self-synchronous and pro-
posed methods. The BER results in Section 3.3 demonstrate
that the LFSR-based scrambling technique induces significant
burst errors when synchronization fails, persisting until the next
synchronization symbol is received. This can cause screen flick-
ering in display systems and generate garbage data in network
devices, potentially degrading performance until synchroniza-
tion is re-established. However, if the system is designed to
recover data from any point and can tolerate an increase in
BER due to bit error multiplication, a self-synchronous scram-
bling technique, enabling data reception without relying on a
predefined synchronization point, could be employed. The mea-
surement results, along with comparisons to existing scrambling
techniques, emphasize the proposed recovery method’s ability to
address the limitations of LFSR-based scrambling. This makes
it particularly suitable for display systems or network devices
that require robustness and minimal error propagation.

While the proposed method incurs additional logic due to
the inclusion of a prediction model and memory logic, it suc-
cessfully avoids the issue of error multiplication present in the
self-synchronous method. In the self-synchronous approach, a
single-bit error can propagate into 16 multi-bit errors, which
would make it unsuitable for applications like video transmission
where retransmission may not be feasible. In contrast, the pro-
posed technique allows for rapid recovery from synchronization
failures without introducing error multiplication. This makes it
particularly well-suited for systems using LFSR-based scram-
bling methods, where fast and reliable recovery is essential. The
polynomial prediction model’s computation time is similar to
that of the LFSR in the descrambler. Specifically, for LFSR
state prediction, 16 XOR and 16 AND operations need to be

completed within a single clock cycle. By employing a 5-stack
structure (1 stack for AND operations and 4 stacks for XOR
operations), we can reduce propagation delays. Although we did
not conduct gate level synthesis in this study, even given the high
clock frequencies in modern video standards (in the hundreds of
MHz), these operations are expected to be manageable within
a single clock cycle. In the simulation, the proposed model
successfully restored at the desired pixel location, preventing
errors across the entire frame until the descrambler received a
synchronization reset. However, as shown in Table 8, the errors
were minimized, though they could not be entirely eliminated.
Errors persisted in the descrambler until the predicted state value
was applied to the LFSR. Further research on this topic is likely
required in the future.

The design was modeled in Python, but due to some envi-
ronmental constraints, it was not possible to implement it on a
hardware platform like FPGA using hardware description lan-
guages such as Verilog or VHDL. If given the opportunity, I
would like to implement the algorithm on an FPGA, connect it
to a display panel to measure real-world performance, compare
power consumption, and evaluate logic size. I believe this would
contribute to enhancing the recovery algorithm and make it more
practical for real-world applications.

Conclusion

This paper proposes a polynomial and seed prediction model to
recover synchronization failures in the LFSR of the descrambler.
The main advantage of the proposed polynomial prediction is
that it only needs to be computed once, after which it can effi-
ciently pre-compute the LFSR state for descrambling specific
scrambled data with the previously stored state. The predic-
tion process is quick, and there is no need to shift the LFSR.
Although the proposed technique requires additional logic, the
efficiency of the algorithm, proven through simulation, can
compensate for the drawbacks of systems using LFSR-based
scrambling which requires additional sync symbol and periodic
synchronization.
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