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Over the past years, cybersecurity has become an increasingly important aspect of protecting sensitive information and systems
from malicious attacks. As mobile and web applications become more relevant within our everyday life, it is vital to continuously
develop techniques that are capable of protecting these systems. Vulnerability analysis is a critical aspect of cybersecurity, as it
helps identify and mitigate potential security risks within software systems. While most recent techniques rely on Deep Learning,
few are able to take advantage of the recently developed transformer models and their self-attention mechanism. In this paper, a
comprehensive account is presented, outlining everything from data pre-processing to hyperparameter customization, for training
a transformer neural network in the task of vulnerability detection, achieving an accuracy of over 90% in real-world data. This
will allow developers to identify and address vulnerabilities early in the development life-cycle, saving time and effort by avoiding
the need for extensive rework, and strengthening the overall resilience of software systems.

Introduction

Web and mobile applications have become a fundamental part
of modern life, allowing their users to easily access a wide
range of services, such as information or entertainment. Al-
though this poses a vast number of benefits, it also comes with
a lot of risk; more specifically, cybersecurity threats. A lot of
these applications can unintentionally open a pathway for se-
curity breaches, mainly due to internal flaws such as improper
data handling, coding errors, or weak authentication mecha-
nisms. This prompts us to take proactive measures that may
help mitigate the said risks, such as vulnerability analysis, a
process that focuses on identifying and assessing those inter-
nal weaknesses.

Traditionally, vulnerability analysis techniques have relied
on rule-based (where a set of predefined rules are used to find
the vulnerabilities) or signature-based (where characteristics,
or “signatures” related to a specific threat are identified) meth-
ods1. These can have limited effectiveness and flexibility,
stemming from dependencies on known signatures, a lack of
context awareness, and a considerable amount of false posi-
tives and false negatives. In order to overcome these limita-
tions, researchers have explored the use of deep learning tech-
niques, such as convolutional neural networks (CNNs) and
long short-term memory networks (LSTMs)2. While these
techniques have certainly brought major improvement within
the field of vulnerability analysis, there are still certain fea-
tures that could be enhanced with the implementation of at-
tention, as it is done by the transformer model.

An attention model is basically an input processing mech-
anism, which can be very useful when undertaking compli-
cated tasks, as it is able to divide those tasks into smaller as-

signments that it can sequentially complete. It works by es-
sentially enhancing certain parts of the input data, while di-
minishing others. This comes with many benefits, including
the enhanced capability of capturing the global context of the
input, given that these models excel at capturing long-range
dependencies in input data. Fields such as Natural Language
Processing (NLP) have greatly benefited from these models3,
showing that they are well-suited for processing large amounts
of text data, such as the one that can be found in code.

Our intuition is that appropriate implementation of self-
attention mechanisms could improve the accuracy, efficiency,
and interpretability of vulnerability analysis techniques. This
project aims to demonstrate the effectiveness of these archi-
tectures and provide insights into their potential impact on the
field by adapting the RoBERTa pre-trained transformer model
for vulnerability detection. The said model is both trained and
tested on real-world data, enabling it to capture its intricacies
and nuances, leading to predictions that are more accurate and
relevant.

Background

Code Tokenization

Code tokenization is a process that involves breaking down
code into individual tokens, where each token represents a cer-
tain element of the code. The dividers usually consist of key-
words, identifiers, literals, and operators, as can be observed in
Figure 3. In the said case, identifiers such as ’int’ and ’char’,
as well as operators such as ’*’ and ’=’ are left the same way
after the tokenization. On the other hand, functions such as
’curl mvsprintf’ and variables such as ’retcode’ are simplified
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Fig. 1 Annual number of data compromises in the United States from 2005 to 2022.4

to tokens such as ’FUNC1’ and ’VAR5’, respectively. This
makes it much easier for the system to analyze and process
the code.

Software Vulnerability Analysis

Software vulnerability analysis is the process of systemati-
cally searching for weaknesses in an information system. The
purpose of this assessment is to reduce the likelihood of po-
tential cyberattacks. This usually involves assigning severity
levels to as many security flaws as possible, usually based on
glossaries such as CVE or CVSS, with both manual and au-
tomated techniques that may vary in levels of rigor and effi-
ciency5.

Static Analysis

Static analysis is a software testing technique that is carried
out without actually having to execute the code. It analyzes
components such as program structure, control flow, and data
flow to identify potential vulnerabilities. While there have
been various implementations of static analysis for vulnera-
bility detection6, they usually come with low accuracy, mainly
manifested within their high numbers of false positives. De-
spite this, there have been successful attempts to significantly
reduce the number of false positives produced7.

Dynamic Analysis

Dynamic analysis relates to a set of techniques used to test and
evaluate a program’s behavior during runtime. Some of these
techniques include fuzzing8 and penetration testing9. This
type of analysis is usually able to uncover bugs that would
be too complicated for static analysis to reveal, though it still
suffers from a high false-positive rate.

ML-Based Approaches

Machine learning has emerged with multiple promising tech-
niques for vulnerability analysis. These techniques are able
to analyze large volumes of data to identify patterns and ab-
normalities, as well as continuously learn and improve from
new input. Many comparative research studies have been con-
ducted10, showing a wide range of potential methods for vul-
nerability analysis.

Transformer Model

The transformer neural network is a machine learning model
used mainly for natural language processing tasks, such as
text summarization, translation, and classification. The trans-
former model was initially proposed by Vaswani et al.11, and
our model uses that same structure, adapted for vulnerability
classification.

One of the transformer’s main features is that it can process
sequences of input data in parallel, rather than sequentially, as
did previous models. This is achieved in great part because
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Fig. 2 Example of a code snippet

Fig. 3 Code snippet from Figure 2 after being tokenized and passed onto a list.

of its pioneering self-attention mechanism, which allows it to
selectively attend to different input data simultaneously.

A vital part of this self-attention mechanism is its multi-
head attention layer. This consists of dividing our input into
multiple heads, where each head has its own set of weight pa-
rameters. This allows us to run through the mechanism several
times in parallel, rather than progressively going through all of
the input.

Additionally, within every head, each word in a sequence
attends to all other words in the same sequence to determine
their relative importance for the task at hand. The mechanism
can be represented by the following equation:

Self-Attention(Q,K,V ) = softmax
(

QKT
√

dk

)
V

Where Q, K, and V are the matrices for queries, keys,
and values, respectively, with dimensions n× dk, m× dk, and
m× dv. n is the length of the input sequence, m is the maxi-
mum length of all sequences in the dataset, dk and dv are the
dimensions of the keys and values, respectively. The dot prod-
uct of Q and K is divided by

√
dk to reduce their variance and

then passed through a softmax function to obtain the scaled
attention weights. Finally, the said attention weights are used
to determine the values matrix V , producing the output of the
self-attention mechanism.

In addition to this, the Transformer is divided into two parts;
the encoder and decoder. The encoder is mainly focused on
processing the input sequence and capturing the contextual in-
formation of each token, whilst the decoder is responsible for
generating a target sequence based on the contextualized rep-
resentations produced by the encoder. While both components
consist of stacks of identical layers, the decoder differs in the
fact that it has an additional cross-attention mechanism that
allows it to attend to the encoder’s output.

Related Attention-Based Models

There have been multiple different approaches for vulnerabil-
ity detection using Deep Learning techniques, more specifi-
cally, using models that implement attention. Some of these
methods are based on code representation graphs, leverag-
ing Graph Neural Networks (GNNs) to better capture the se-
mantics and informational aspects embedded within source
code. This particular technique allowed for a high accuracy
and F1 score when testing on the SARD-NVD database12.
Others have presented modified versions of pre-trained mod-
els, tweaking certain aspects to adapt them for vulnerabil-
ity detection, similar to how we did. An example of this
is VulBERTa13, which utilizes a low-complexity model with
a custom tokenization pipeline. The said model achieved a
high precision score on the Vuldeepecker dataset, though pre-
sented an accuracy of 84.48% when testing with the ReVeal
dataset. Certain studies have even combined different ar-
chitectures with self-attention mechanisms to improve their
model’s capabilities, such as Chen et al.’s14 implementation
of a self-attention mechanism within Temporal Convolutional
Networks (TCNs) for their vulnerability detector, AIdetec-
torX.

While all of these models have excelled in their respective
environments, one main area of improvement is their accu-
racy with real-world datasets. This is arguably one of the most
important points that the model needs to cover so that it can
actually be implemented for applied cybersecurity purposes.
Most of the aforementioned techniques either saw a consider-
able drop in accuracy when testing their model on real-world
data, or did not test it at all with a real dataset within their pa-
per. While some reached relatively high accuracies of around
85%, we believed there was still a lot of room for improve-
ment
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Methods

Environment Configuration

For the implementation of this model, we decided to use
Google Colab Pro15. This gave us access to plenty of cloud-
based computational resources. The GPUs were especially
useful, as the transformer model required them in order to
run the CUDA environment. The ability to leverage multi-
ple GPUs or TPUs also made it easier to run our model, as
well as more scalable. A slight disadvantage of using Google
Colab, though, was that it would have an idle timeout time
of around 90 minutes, so if we stopped interacting with the
model it would stop running the given cell.

Dataset and pre-processing

The model that we trained required a large database of code
snippets that were classified as either vulnerable or non-
vulnerable. These datasets can be labeled as synthetic, semi-
synthetic, or real data. Synthetic datasets are those that arti-
ficially generate annotations and code snippets. Rather simi-
larly, within semi-synthetic data, either the code or the anno-
tations are artificially generated. The main issue with these
types of datasets is that they can often lead to biased results,
as they are not able to capture the full range of variability in
real-world data.

As a result, we trained our model with real data, where both
the code and the annotations are extracted from real-world
sources. More specifically, we used the ”ReVeal” data col-
lection16, a curated dataset obtained by tracking past vulnera-
bilities from Linux Debian Kernel and Chromium. This data
collection contains a total of 18,169 total code samples, with
slightly over 9% being labeled as vulnerable (as can be visu-
alized in Figure 5). This enhanced the realism, applicability,
and effectiveness of our model, given that its challenges and
characteristics are aligned with those of real-world scenarios.

To prepare the data for our model, we first downloaded both
the vulnerable and non-vulnerable JSON files and parsed them
so that we only kept the code snippets on a list object. Addi-
tionally, every code snippet within the list had to be accompa-
nied by either a ”0” or a ”1” to indicate whether the code was
non-vulnerable or vulnerable, respectively. Afterward, the list
was shuffled with Python’s ”random.shuffle” function to re-
duce any possible bias and prevent order-related patterns to
form. With this newly shuffled list, we applied scikit-learn’s
”train test split” function to split our data into a training and
a testing list, with an 80:20 ratio. Ultimately, each list was
individually exported to its own CSV file.

Challenges

For the model’s implementation, we attempted multiple tech-
niques and had to work through some issues. Initially, we
looked through different ways of tokenizing our code, with
varying degrees of success. The first tokenizer we tried
was the ”sctokenizer” function, which can be installed as a
Python package, but the tokenization was not as concise as we
would’ve wanted it to be. We needed it to be more concise
because long tokens can negatively impact the performance of
our model. For starters, it increases memory usage and pro-
cessing times, given that the model is forced to analyze larger
strings of data. Additionally, and more importantly, it can lead
to a loss of context. This happens because transformer models
have a maximum sequence length due to memory constraints,
and longer tokens may exceed this limit, necessitating trun-
cation or splitting of the text. This can result in the loss of
important information or a disruption in the coherence of the
input, impacting the efficiency of the model.

While the function was able to accurately separate the ele-
ments of the code into individual tokens, the output list was
too long for the model to use, as is demonstrated in Figure
6. We even attempted to cut out certain parts of the output,
leaving the tokens only with their value and type indicators:
(char-KEYWORD) Despite this, we recognized that the divi-
sions were still not general enough for the classifier to accu-
rately take in and decided to move on with another method,
as is described in the following section. This allowed us to
forego the manual process of code tokenization, as the library
that we utilize automates that process.

Model Architecture

The RoBERTa model implements state-of-the-art transformer
architecture, incorporating several improvements and modi-
fications from its predecessor, BERT. With its self-attention
mechanism, bidirectional processing, and extensive pre-
training, the model has an enhanced capability for capturing
long-range dependencies, something particularly effective for
vulnerability detection. Additionally, the size and diversity of
the model’s training corpus contribute to its ability to learn ro-
bust representations of language, which can then be passed on
to certain features required for this type of context.

Implementation

We followed Hamdaoui’s17 implementation of the trans-
former model, adapting it for vulnerability classification as
can be seen in Figure 7. This uses the ”ClassificationModel”
from the Simple Transformers library. To use the said library,
we provided the pre-processed labeled data as a CSV file with
two columns; one for code and one for the vulnerability la-
bel. Additionally, the process was divided into a training and
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Fig. 4 Block diagrams representing the process of training (top) and testing (bottom)

Fig. 5 Visualization of vulnerable against non-vulnerable code samples within the ReVeal dataset

a testing loop, as is demonstrated in Figure 4.

Stratified K-Fold

For the training loop, we split the data using a scikit learn’s
”Stratified k-fold cross validation” method. With this func-
tion, the dataset is randomly divided into ”k” splits, or folds,
while maintaining the proportions of each target class. This is
particularly useful in our case, as the dataset we are using is
imbalanced, with a much more significant portion of the data
being non-vulnerable code. The model is trained ”k” times,
with each iteration having a fold being used as a validation
set, with the remaining ”k-1” folds being used for training.
For our case, we decided to define ”k=5”, meaning we had to
train through five splits. Additionally, we defined the ”shuf-
fle” parameter as ”true”, so that the samples from each class
are shuffled before splitting them. Finally, we set the ”random
state” parameter as ”1997” for reproducible outcomes.

RoBERTa Model

When initializing the ”ClassificationModel”, we had to spec-
ify the model that we were using. In this case, we used
the RoBERTa model (which stands for Robustly Optimized
BERT Pretraining Approach), a large neural language pro-
cessing model introduced by Liu et al. in 201918. It builds
upon the BERT (Bidirectional Encoder Representations from
Transformers) architecture19, further optimizing its training
methodology and structure. This model has achieved state-
ofthe-art performances on various NLP tasks such as text clas-
sification20, and entity recognition21, which is why we de-
cided it would be perfect for the implementation of our model.

Customization and Hyperparameters

The Simple Transformers library handled the tokenization of
the code and gave many options for the customization of the
model’s hyperparameters, as demonstrated by Table 1. For
starters, we decided to implement a relatively small train batch
size of sixteen for better convergence and generalization per-
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Fig. 6 Example of a code snippet (top) and the output after running the said code through the ”sctokenizer” function (bottom)

formance. Additionally, we set ”overwrite output dir” to
”true” in order to overwrite existing saved models in the same
directory, as well as ”reprocess input data” so that input data is
reprocessed even if a cached file exists. We also set the num-
ber of training epochs to four and the ”max sequence length”
to 128, limiting the maximum sequence length that the model
will support. Finally, we set a zero weight decay, allowing for
faster training and easier interpretation of the model’s weight,
as well as a learning rate of 2×10−5.

Hyperparameter Value
Batch size 16
Overwrite output directory True
Reprocess input data True
Training epochs 4
Max sequence length 128
Zero-weight decay True
Learning rate 2×10−5

Table 1 Hyperparameters used along with their respective values

Results and Analysis

Our results are compared mainly based on one metric, which
is the overall accuracy achieved by the model. This is obtained
after running our trained model with the remaining dataset (in
our case, 20% of the original dataset), and counting how many
of our model’s predictions matched the dataset’s labels (of vul-
nerable or non-vulnerable). After running our model on our
testing dataset we got an accuracy of 90.59%, which is a big
improvement on the accuracy presented by the rest of the pre-
trained models on Table 2. We believe there are many possible
reasons as to why this model proved to be more effective:

Hyperparameter Optimization

The extensive manipulation of the model’s hyperparameters
allowed us to reach the settings required for the model’s su-
perior performance. Through the fine-tuning of the model, we
were able to align its knowledge with the target task of vulner-
ability classification, though we believe there is still room for
further optimization.

Fig. 7 Flowchart illustrating the key steps of the code execution
process.

Dataset Quality and Size

The fact that we used a real dataset rather than a synthetic one
probably had a big impact on the accuracy, especially given
that it was the same dataset that we used for testing. This
aspect enhanced the model’s ability to generalize to real-world
vulnerability instances and improved its performance in real-
world scenarios. Additionally, this ensured that it was exposed
to the complexities, variations, and nuances present in real-
world vulnerabilities, allowing it to learn and adapt effectively.

Discussion

Our proposed method distinguishes itself by covering a dis-
crete requirement. While some models may be particularly
good at finding vulnerabilities within synthetic datasets, they
often struggle with real-world data. In light of these limita-
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Technique Training Testing Accuracy
VulDeePecker NVD/SARD 79.05
SySeVR NVD/SARD 79.48

Russel et al. Juliet

R
eV

ea
l

38.11

Russel et al. Draper 70.08
Devign FFMPeg+Qemu 66.24
Proposed Method ReVeal 90.59

Table 2 Comparing our results (bottom row) to those presented by Chakraborty et al. 16 using pre-trained models on the ReVeal dataset.

tions, our model was specifically designed with the intention
of being used within a real-world context, prompting us to
allocate significant efforts toward achieving a high level of ac-
curacy on the ReVeal dataset. This turned out to be very suc-
cessful, as we were able to train a model that outperformed
all of the compared techniques on the aforementioned dataset
(Table 2).

On the other hand, a limitation that our model faces is a
lack of explainability. As with most transformer models, our
complex architecture makes it challenging to interpret and un-
derstand what patterns may lead to certain predictions. This
can hinder the debugging process when trying to address the
misclassification of an input and may prompt the need for ad-
ditional validation mechanisms if it were to be implemented.

Conclusion

This paper demonstrates the advantages that come with uti-
lizing transformers, more specifically the RoBERTa model,
within a vulnerability detection context. We show that its im-
plementation of attention is essential for enhanced accuracy
using real-world data, even outperforming the previously com-
pared pre-trained models. For researchers who aim to build
upon this study, we recommend testing other types of neu-
ral network architectures within this context, using this same
dataset for training and testing. Additionally, the study could
benefit from testing using the same architecture but with dif-
ferent pre-trained transformer models, such as XLM or BERT.
Moreover, we believe that our model’s hyperparameters could
be further optimized to get an even better efficiency.
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